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Phishing remains the most common cause of 
cyber-related Notifiable Data Breaches

Stolen credentials, 
obtained through unknown 
methods, many also likely 
through phishing, are the 
second most common 
cause of data breaches.









>99.9%
Less likely an account will be compromised by an automated attack with MFA 

enabled



 



MFA Configuration Options with Cloudwork

● Can be configured per user or per 
Org Unit

● Can use SMS tokens or an 
authenticator app (e.g. Google 
Authenticator)

● Can allow users to manage their 
own MFA settings

● Can allow users to trust devices
● Locations can be whitelisted so 

that MFA is not required from e.g. 
on campus



Per-user MFA configuration



Screenshot of per user configuration options



Per-Org Unit MFA configuration







 

 



SMS tokens

- Less secure - SIM swapping, SMS 
mirroring

- Convenience - pushed codes
- Familiarity

MFA Technology Choices

Time-based One-Time Passcode 
(Authenticator apps)

- More secure
- More reliable

* * * *



Monitoring Compliance - Security Report

 



Monitoring Compliance - Activity Reports and Alerting

 

 

 



Monitoring Compliance - Activity Reports and Alerting



Preparing for deployment

Which users?

Timelines?

Communications plan

End user education - Why and how?

Who will launch it?

Which technology will you use? SMS or TOTP or a mix?

How will you monitor compliance? Reporting and alerts

What training will your team need?



Where to begin?

1. Get leadership on board
2. Implement for your team
3. Refine frequency of MFA 

prompts
4. Train your team
5. Launch with your wider staff 

group
6. Support and monitor 

compliance



Questions?


